Guideline - Microsoft Authenticator

Microsoft Authenticator

Device version requirement

i0S: Requires iOS 17.0 or later

Android: Requires 8.0 or later

https://www.microsoft.com/en-us/security/mobile-authenticator-app

Main features of Microsoft Authenticator

e Notification
e One-time password o Sovemuicaons

One-time password code

e Update security info @ 932194 o
e Review recent activity

Create a passkey

Set up passwordless sign-in requests

Change password c
Update security info e
Review recent activity e

Notification

Recommended to enable the app notification. You

can receive the approval notification request from Are you trying to sign in?

your registered device when you login. The Hong Kong Academ

12:25 Enter the number shown to sign in.

—

TIME SENSITIVE

; Approve sign-in?

|Enter number

No, it's not me

One-time password

The one-time password will automatically generate a 6- Vﬁ' The Hong Kong Academy
digit code for verify login and it will be valid within 30 o s ASA
seconds.

For security reasons, we require additional information
to verify your account

Enter the verification code from your mobile app or
hardware token

Verification code

One-time password code
© 932 124 g €D

Use a different verification option
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Review recent activity

The shortcut to redirect you to recent activity page that shows you when and where

you’ve used your account within the last 30 days.

My Sign-Ins L2 @

Recent activity

Today at 11:16:07 AM HKT

0 ~
/' Successful sign-in
Today at 11:10:45 AM HKT
0 v
X Unsuccessful sign-in
g Todayat 104146 AM HKT N
a v
g Todayat 103055 AM HKT o

/' Successful sign-in

Today at 1030:51 AM HKT
/ Successful sign-in
Today at 10:30:50 AM HKT
/ Successful sign-in

Today at 10:30:45 AM HKT

Update security info

Recent activity

You should recognize each of these recent activities. If
one looks unfamiliar, you should review your security
info

Today at 9:18:23 AM HKT
= Y

/ Successful sign-in

Location
Hong Kong, HK @
’

Operating System
Windows 10

Google Chrome

1P What is this?

The shortcut to redirect you to updating your security setting. You can remove old

mobile from your authentication method(s), add new authentication method.

My Sign-Ins ? e

Security info

These are the methods you use to sign into your
account or reset your password.

Default sign-in method:
Change

+ Add sign-in method

&

Phone

Microsoft Authenticator

®

Delete

Lost device? Sign out everywhere

Updated by ITO on 5 Oct 2026

Page 2 of 2



